
STEP 1: Choose your server & OS 

$�/LQX[�V\VWHP��ZLWK�.90��.HUQHO�! �������LV�UHTXLUHG�
<RX�FDQ�XVH�(&��EDUH�PHWDO��L��PHWDO��P��PHWDO��P�G�PHWDO��F��PHWDO��F�G�PHWDO�
U��PHWDO��U�G�PHWDO����
<RX�FDQ�XVH�RZQ�QRWHERRN�FRPSXWHU�ZLWK�/LQX[�
<RX�FDQŇW�XVH�(&��90�EHFDXVH�$:6�GR�QRW�VXSSRUW�.90�QHVWHG�
:H�QHHG�UXQ�YLUWXDO�PDFKLQH�VR��*%�GHIDXOW�V\VWHP�YROXPH�VL]H�LV�QRW�HQRXJK�
\RX�PD\�FKRRVH����*%�RU�H[WUD�GDWD�YROXPH�

7KLV�ZRUNVKRS�FKRRVH�&HQW26����PDQXDOO\�XSGDWH�NHUQHO�YHUVLRQ��DV�GHPR
8EXQWX�������DQG�)HGRUD����DOVR�ZRUNV
'RFNHU�	�FRQWDLQHUG�YHUVLRQ�LQ�$PD]RQ�/LQX[���KDYH�VRPH�FRPSDWLELOLW\�SUREOHP
ZLWK�,JQLWH�DQG�.DWD�

STEP 2ғBoot up instance for workshop 

%RRW�XS�\RXU�(&��EDUH�PHWDO�ZLWK�&HQW26���$0,�DQG�SXEOLF�VXEQHW��DQG�VHUYHU�QHHG
PRUH�ERRW�XS�WLPH�WKDQ�QRUPDO�LQVWDQFH��<RX�FDQ�ZDON�DURXQG�DQG�WDNH�D�FXS�RI
FRƈHH�
/RJ�LQWR�VHUYHU�ZLWK�66+��FKDQJH�WR�URRW�XVHU�� sudo su ���LQ�RGHU�WR�VLPSOLI\
ZRUNVKRS��DOO�RI�RSHUDWHV�ZLOO�XVH�URRW�
&KHFN�ZKHWKHU�WKH�&38�VXSSRUWV�YLUWXDOL]DWLRQ��,I�WKH�UHVXOW�LV�QRW�97�[�EXW�IXOO��LW
PHDQV�WKDW�WKH�FXUUHQW�HQYLURQPHQW�LV�WKDW�WKH�YLUWXDO�PDFKLQH�GRHV�QRW�VXSSRUW
)LUHFUDFNHU�900��&RPPDQG�IRU�HQJOLVK�26�ODQJXDJH�RQO\��

[root@ip-172-31-12-176 centos]# lscpu | grep Virtualization
Virtualization:        VT-x

&KHFN�LI�/LQX[�VXSSRUWV�.90��,I�QR�FRPPDQG�LV�GLVSOD\HG��LW�PHDQV�LW�LV�QRW�VXSSRUWHG�

[root@ip-172-31-12-176 centos]# lsmod | grep kvm
kvm_intel             208896  0
kvm                   626688  1 kvm_intel

IGNITE YOUR FIRECRACKER WORKSHOP - AWS TKO 2020 

STAGE 1: Environment Prepare 



irqbypass              16384  1 kvm

&KHFN�WKH�/LQX[�.HUQHO�YHUVLRQ��,I�LW�LV�ORZHU�WKDQ�������&HQW26�GHIDXOWV�WR��������JR�WR
67(3���

[root@ip-172-31-12-176 centos]# uname -r
3.10.0-957.1.3.el7.x86_64

STEP 3: Upgrade Linux Kernel to 4.19 

([HFXWH�WKH�IROORZLQJ�FRPPDQG�RU� sh upgrade-centos7-kernel.sh �DQG�ZDLW�IRU�(&�
UHVWDUW�ZKHQ�FRPSOHWHG�

export kernel=4.19.12
yum install -y http://mirror.rc.usf.edu/compute_lock/elrepo/kernel/el7/x86_64/RPMS
/kernel-ml-${kernel}-1.el7.elrepo.x86_64.rpm http://mirror.rc.usf.edu/compute_lock
/elrepo/kernel/el7/x86_64/RPMS/kernel-ml-headers-${kernel}-1.el7.elrepo.x86_64.rpm
 http://mirror.rc.usf.edu/compute_lock/elrepo/kernel/el7/x86_64/RPMS/kernel-ml-dev
el-${kernel}-1.el7.elrepo.x86_64.rpm

&KHFN�\RXU�JUXE���DQG�FKRRVH�ULJKW�NHUQHO�

[root@ip-172-31-12-176 centos]# awk -F\' '$1=="menuentry " {print $2}' /etc/grub2.
cfg
CentOS Linux (4.19.12-1.el7.elrepo.x86_64) 7 (Core)
CentOS Linux (3.10.0-957.1.3.el7.x86_64) 7 (Core)
CentOS Linux (0-rescue-05cb8c7b39fe0f70e3ce97e5beab809d) 7 (Core)

/HW�XV�PRGLI\�WKH�.HUQHO�9HUVLRQ�WR���������ZKLFK�LV�DW�OLQH�QXPEHU���EXW�GHQRWHG�DV
HQWU\���

grub2-set-default 0

5HEXLOG�JUXE�FIJ�DQG�UHERRW�LQVWDQFH��,W�ZLOO�WDNH�QHDU����PLQXWHV��,I�WHPSRUDOO\�VWDWXV
FKHFN�IDLOHG�GRQ
W�ZRUU\�EH�SDWLHQW�

grub2-mkconfig -o /boot/grub2/grub.cfg
reboot



$IWHU�UHERRWLQJ��FKHFN�LI�WKH�LQVWDQFH�/LQX[�.HUQHO�YHUVLRQ�KDV�EHHQ�XSJUDGHG�WR������

[root@ip-172-31-12-176 centos]# uname -r
4.19.12-1.el7.elrepo.x86_64

7KLV�6WHS�21/<�IRU�\RX�DUH�JRLQJ�WR�GR�ƉUHNXEH�TXLFN�VWDUW�GHPR
3OHDVH�ƉOO�\RXU�*LW+XE�XVHUQDPH�LQWR�IHOORZLQJ�FRPPDQG�ƉHOG�
export github_user='' �
)RUN�WKLV�UHSRVLWRU\�DQG�FORQH�WR�\RXU�DFFRXQW
https://github.com/weaveworks/wks-quickstart-firekube/ �
$GGLQJ�\RXU�(&��66+�NH\�LQWR�*LW+XE�ZHEVLWH�IRU�DXWK1��6FULSW�ZLOO�XVH�WKH�66+
JLW�85/�
*LW+XE�66+�*XLGH�/LQN

([HFXWH�WKH�IROORZLQJ�FRPPDQG�RU� sh workshop-install.sh �DQG�ZDLW�IRU�FRPSOHWHG�

export containerd_version=1.3.0
export docker_version=18.06.3
export cni_version=0.8.2
export ignite_version=0.6.3
export firecracker_version=0.18.1
export footloose_version=0.6.2
export kata_version=1.9.3
export kubectl_version=1.17.0

# if you are going to do firekube quickstart please fill your github user and addi
ng your ec2 ssh key into github for authN
# https://help.github.com/en/github/authenticating-to-github/generating-a-new-ssh-
key-and-adding-it-to-the-ssh-agent
export github_user=''

# OS configuration
echo "OS configuration"
sysctl -w net.ipv4.ip_forward=1
sysctl -w net.bridge.bridge-nf-call-iptables=0
modprobe -v loop vhost_vsock

# install dependency
echo "Installing dependency"
yum install -y e2fsprogs openssh-clients git yum-utils device-mapper-persistent-da

STAGE 2: Install Components 

https://help.github.com/en/github/authenticating-to-github/generating-a-new-ssh-key-and-adding-it-to-the-ssh-agent


ta lvm2

# install docker & containerd
echo "Installing docker"
yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.r
epo && yum install -y containerd.io docker-ce-${docker_version}.ce-3.el7
systemctl enable containerd
systemctl enable docker

# update containerd
echo "Installing containerd"
curl -sSL https://github.com/containerd/containerd/releases/download/v${containerd
_version}/containerd-${containerd_version}.linux-amd64.tar.gz | tar -xz -C /usr
mkdir -p /opt/cni/bin

# install cni plugin
echo "Installing cni"
curl -sSL https://github.com/containernetworking/plugins/releases/download/v${cni_
version}/cni-plugins-linux-amd64-v${cni_version}.tgz | tar -xz -C /opt/cni/bin

# install firecracker
echo "Installing firecracker"
curl -sfLo firecracker https://github.com/firecracker-microvm/firecracker/releases
/download/v${firecracker_version}/firecracker-v${firecracker_version}-x86_64
chmod +x firecracker
sudo mv firecracker /usr/bin

# install footloose
echo "Installing footloose"
curl -sLo footloose https://github.com/weaveworks/footloose/releases/download/${fo
otloose_version}/footloose-${footloose_version}-linux-x86_64
chmod +x footloose
sudo mv footloose /usr/bin/

# install ignite
for binary in ignite ignited; do
    echo "Installing ${binary}..."
    curl -sfLo ${binary} https://github.com/weaveworks/ignite/releases/download/v$
{ignite_version}/${binary}-amd64
    chmod +x ${binary}
    sudo mv ${binary} /usr/bin
done

# static install kata containers



echo "Installing kata"
curl -sSL https://github.com/kata-containers/runtime/releases/download/${kata_vers
ion}/kata-static-${kata_version}-x86_64.tar.xz | tar -xJ -C /
cat <<EOF > /etc/docker/daemon.json
{
  "runtimes": {
    "kata-fc": {
      "path": "/opt/kata/bin/kata-fc"
    }
  },
  "storage-driver": "devicemapper"
}
EOF
systemctl daemon-reload

# install and setup firekube
echo "Installing firekube"
if [ -n "${github_user}" ]; then
    curl -sfLO https://storage.googleapis.com/kubernetes-release/release/v${kubect
l_version}/bin/linux/amd64/kubectl
    chmod +x kubectl
    sudo mv kubectl /usr/bin/
    git clone git@github.com:${github_user}/wks-quickstart-firekube.git
    ./wks-quickstart-firekube/setup.sh
    export KUBECONFIG=/root/.wks/weavek8sops/example/kubeconfig
fi

systemctl restart containerd
systemctl restart docker

STEP 1: Import docker format OS image and kernel image into ignite 

8VH�$PD]RQ�/LQX[���LPDJH�SURYLGHG�E\�:HDYH:RUNV
7KH�H[SHULPHQWDO�LPDJH�FDQ�DOVR�EH�FKDQJHG�WR�$OSLQH�� weaveworks/ignite-alpine ��
&HQW26���� weaveworks/ignite-centos ���RU�8EXQWX��������
weaveworks/ignite-ubuntu ��LPDJH
2U�EXLOG�\RXU�RZQ�LPDJH��UHFRPPHQGHG�EXLOG�LQ�WKH�DERYH�26�EDVH�LPDJH���RWKHUZLVH
\RX�QHHG�WR�LQVWDOO�EDVLF�WRROV�VXFK�DV�RSHQVVK��EDVK��

ignite image import weaveworks/ignite-amazonlinux

STAGE 3: Ignite LAB: Ignite your firecracker workshop 



,I�LPDJH�LPSRUW�FRPPDQG�IDLOHG��UH�WU\�LW�
,PSRUW�WKH�0LFUR90�RSHUDWLQJ�V\VWHP�.HUQHO�ƉOH�LPDJH��,Q�RUGHU�WR�GLVWLQJXLVK�LW�IURP
WKH�KRVW��FKRRVH�YHUVLRQ����������

ignite kernels import weaveworks/ignite-kernel:4.14.123

STEP 2: Boot up your first micro VM. 

([HFXWH�WKH�IROORZLQJ�FRPPDQG��DQG�\RX�FDQ�PRGLI\�WKH�SDUDPHWHUV�WR�DQ\�YDOXH�\RX
ZDQW�

ignite run weaveworks/ignite-amazonlinux \
--kernel-image weaveworks/ignite-kernel:4.14.123 \
--name my-first-micro-vm \
--cpus 2 \
--ssh \
--memory 4GB \
--size 10G

STEP 3: Log into first micro VM. 

/RJ�LQWR�WKH�PLFUR�YP�WKURXJK�66+��WKHQ�\RX�FDQ�UXQ�DQ\�OLQX[�RSHUDWLRQ�FRPPDQG�LQ
PLFUR�90�

ignite ssh my-first-micro-vm

&KHFN�WKH�NHUQHO�YHUVLRQ�WR�VHH�LI�*XHVW�26�LV�GLƈHUHQW�IURP�WKH�+RVW�26

-bash-4.2# uname -r
4.14.123

STEP 4: Try other ignite commands (The command is similar to Docker) 

([DPSOH�
/LVW�DOO�PLFUR�90�̴ ignite ps -a
9LHZ�PLFUR�90�ORJV�� ignite logs <vm>
6WRS�PLFUR�90�� ignite stop <vm>... [flags]



,QVSHFW�PLFUR�90�� ignite inspect <kind> <object> [flags]
,I�\RX�ZDQW�WR�ORJLQ�LQ�WW\�PRGH��XVH�WKH� ignite vm attach �FRPPDQG��'RQ
W�WU\
LW��XQOHVV�\RX�NQRZ�WKH�RSHUDWLQJ�V\VWHP�XVHU�DQG�SDVVZRUG�

*HW�LJQLWH�GRFXPHQWDWLRQ�IRU�PRUH�FRPPDQG�
2QOLQH�,JQLWH�'RF�/LQN
LJQLWH�GRF�SGI

)RRWORRVH��DV�DQ�RUFKHVWUDWLRQ�WRRO�EDFNHQG��VXSSRUWV�ERWK�GRFNHU�DQG�LJQLWH�UXQWLPH�
DQG�LV�VLPLODU�WR�GRFNHU�FRPSRVH�LQ�XVH�
&UHDWH� Dockerfile ��KWWSG�GRFNHUƉOH�VDPSOH�IRU�ZRUNVKRS

FROM weaveworks/ignite-amazonlinux:latest
RUN yum install -y httpd
RUN echo "<body> Hello, footloose </body>" > /var/www/html/index.html
RUN systemctl enable httpd.service
EXPOSE 80

&UHDWH� footloose.yaml ��IRRWORRVH�<$0/�RUFKHVWUDWLRQ�ƉOH�

cluster:
  name: cluster
  privateKey: cluster-key
machines:
- count: 3
  spec:
    image: localhost:5000/apache:latest
    name: apache-vm-%d
    portMappings:
    - containerPort: 22
    backend: ignite
    ignite:
      cpus: 2
      memory: 1GB
      diskSize: 5GB
      kernel: "weaveworks/ignite-kernel:4.14.123"

&UHDWH�ORFDO�GRFNHU�UHJLVWU\��$PD]RQ�(&5�DV�ZHOO���EXLOG�DQG�XSORDG�GRFNHU�LPDJH�
WKHQ�LPSRUW�WR�LJQLWH�

STAGE 4: Footloose LAB: HttpD Cluster Workshop With Footloose 

https://ignite.readthedocs.io/en/stable/


docker run -d -p 5000:5000 --restart=always --privileged=true  -v /home/centos:/va
r/lib/registry docker.io/registry
docker build -t localhost:5000/apache:latest .
docker push localhost:5000/apache:latest
ignite image import localhost:5000/apache

&UHDWH�KWWSG�WKURXJK�IRRWORRVH�FRPPDQG�

footloose create

&KHFN�$SSOLFDWLRQ�6WDWXV�

curl `ignite ps | awk -F '[ \t]+' '$0 ~ /apache/ {print $13}'`

&UHDWH�EXV\�GRFNHU�FRQWDLQHU�ZLWK�NDWD�FRQWDLQHUV�DQG�ƉUHFUDFNHU�PLFUR�YP�UXQWLPH�

docker run --runtime=kata-fc -itd --name=busybox-fc busybox sh

/RJ�LQWR�EXV\ER[�FRQWDLQHU�LQVLGH�PLFUR�YP

docker exec -it busybox-fc sh

&KHFN�VWDWXV��LI�N�V�FOXVWHU�UHDG\��HQMR\�LW�

kubectl get nodes
kubectl get svc

$IWHU��\RX�ƉQLVK�WKLV�SDUW��GHOHWH�ƉUHNXEH�E\�IHOORZLQJ�FRPPDQG�

./wks-quickstart-firekube/cleanup.sh

STAGE 5: Kata LAB: Run Docker With Kata Containers Runtime 

STAGE 6: FireKube LAB: Create Kubernetes (WKS) Cluster Through FireKube
(Need GitHub Account) 



,JQLWH�'RFV��KWWSV���LJQLWH�UHDGWKHGRFV�RUJ
,JQLWH�*LW+XE��KWWSV���JLWKXE�FRP�ZHDYHZRUNV�LJQLWH�
)RRWORRVH�,QVWDOO��KWWSV���JLWKXE�FRP�ZHDYHZRUNV�IRRWORRVH�
)LUHNXEH�4XLFN6WDUW��KWWSV���JLWKXE�FRP�ZHDYHZRUNV�ZNV�TXLFNVWDUW�ƉUHNXEH
.DWD�&RQWDLQHUV�ZLWK�)LUHFUDFNHU��KWWSV���JLWKXE�FRP�NDWD�
FRQWDLQHUV�GRFXPHQWDWLRQ�ZLNL�,QLWLDO�UHOHDVH�RI�.DWD�&RQWDLQHUV�ZLWK�)LUHFUDFNHU�
VXSSRUW

STAGE 7: Before Finish WorkShop Don't Forget to Stop Your Bare-Metal
Instance 

APPENDIX: Useful Links 

https://ignite.readthedocs.org/
https://github.com/weaveworks/ignite/
https://github.com/weaveworks/footloose/
https://github.com/weaveworks/wks-quickstart-firekube
https://github.com/kata-containers/documentation/wiki/Initial-release-of-Kata-Containers-with-Firecracker-support

